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Concealed electrical connection between eecurlty feature and IC 

All smart cards bodies. 

Several security features are available on the marlcet, iil<e iiolograms, MLI, CLI, 
photos, laser engra>dng... that are placed directly on the card body at the 
s manufacturing stage or being introduced at the final personalization stage by 
clients. 

The problem lies in the integrity and the security of the card in case of iC 
OR aspect features fraud; Very few features are really secured since they can be 
10 simulated, hoaxed or counterfeited very easily. 

The most common type of card physical attack is peeling or modifying at least one 
layer to change printed or engraved information. Photos printed on a card (lil<e on 
a driving license, passport etc..) or IC alteration are usually the first targets of 
physical attacks. 

15 

An irreversible system should be implemented to ensure the non- 
functionality of the card if any fraud attacks are applied to any card layer 
containing securify features, which also works as a tamper-proof feature. 

20 An invisible customizable electrically conductive material circuit is integrated on 
the card critical layers and connected to the IC before or after security features 
introduction. Basically it works as an interrupter switch that permanently 
deactivates the chip in case of any fraud since the circuit will be broken and /or 
the electrical properties such as impedance or electrical resistance will be 

25 modified. 

The invisible circuit is connected to the IC (contact module, contactless 
module, or hybrid module) or chip by any mean. When the card communicates 
with a reader (contact or contactless) the invisible circuit integrity and/or eiectrteal 
properties are checked. 
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See figure 1. 

In the following example, the picture and the other security feature are present on 
the same layer, on top of which Is located the Invisible printed conductive circuit. 
5 The latter Is connected to an Integrated Circuit module. This constitutes the so- 
called security layer that is Integrated into the card structure. 

The use of inics is easy since they can be printed (offset or screen-printed for 
instance) right on the security feature to be protected (photo, hologram, logo...) 
10 before the layer is Inserted into the card structure. This also enables the card 
manufacturer to customize circuit shapes, which leads to modifying some 
properties of the circuit ili<e its electrical resistance, impedance or behavior when 
exposed to contact-less readers (circuit can act as a contactless antenna). 

IS • Advantagea 



o 



Less security features needed to protect the card or IC I.e. less 
manufacturing cost 



o 



Uses classic manufecturing processes 



20 



o 



Cheaper than most security features Iii<e holograms or laser photo 
engraving 



o 



Covers both physical attacks lil<e layer peeling and IC exchange at 



once. 



o 



o 



o 



The circuit is invisible to human eye in daylight, which makes it 
difficult to detect when card is visually Inspected in daylight. 
Customizable: every XX t)atch, design (circuit properties) can be 
modified. 

Irreverelble system. 
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Claim 

1 . Card wherein the card comprises a chip. 
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